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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] 

In an information processor which verifies information relevant to delivered goods, and 
a verification system which consists of an information management chip delivered 
with said goods, 
Said information processor, 

An acquisition means which acquires a public key corresponding to a secret key saved 
by said information management chip, 

A random information creating means which generates random information, 
A random information transmission means which transmits said random information 
generated by said random information creating means to said information management 
chip via short~distance~radio communication, 

A signature information reception means which receives signature information 
generated by said information management chip as a thing corresponding to said 
random information transmitted by said random information transmission means via 
said short-distance-radio communication, 

A verifying means which verifies said signature information received by said signature 
information reception means using said public key acquired by said acquisition means 
A preparation. 

Said information management chip, 

A memory measure which memorizes said secret key, 

A random information receiving means which receives said random information 
transmitted via said short-distance-radio communication from said information 
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processor operated by recipient of said goods, 

A signature information creating means which generates said signature information 

corresponding to said random information received by said random information 

receiving means using said secret key memorized by said memory measure, 

A signature information transmitting means which transmits said signature information 

generated by said signature information creating means to said information processor 

via said short-distance-radio communication 

A verification system characterized by preparation 

[Claim 2] 

In a verification method of an information processor which verifies information 
relevant to delivered goods, and a verification system which consists of an information 
management chip delivered with said goods. 

An information processing method of said information processor, 

An acquisition step which acquires a public key corresponding to a secret key saved 

by said information management chip, 

A random information generation step which generates random information, 

A random transmitting information step which transmits said random information 

generated by processing of said random information generation step to said 

information management chip via short-distance-radio communication, 

A signature information receiving step which receives signature information generated 

by said information management chip as a thing corresponding to said random 

information transmitted by processing of said random transmitting information step 

via said short~-distance~radio communication. 

Verification steps which verify said signature information received by processing of 
said signature information receiving step using said public key acquired by processing 
of said acquisition step 
An implication. 

An information management method of said information management chip, 
A memory step which memorizes said secret key, 

A random information reception step which receives said random information 
transmitted via said short-distance-radio communication from said information 
processor operated by recipient of said goods, 

A signature information generation step which generates said signature information 
corresponding to said random information received by processing of said random 
information reception step using said secret key memorized inside, 
A signature information transmission step which transmits said signature information 
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generated by processing of said signature information generation step to said 
information processor via said short~distance~radio communication 
****** — a verification method characterized by things. 
[Ciaim 3] 

In an information processor which verifies information relevant to delivered goods, 

An acquisition means which acquires a public key corresponding to the 1st secret key 

managed by the information management chip delivered with said goods, 

A random information creating means which generates random information, 

A transmitting means which transmits said random information generated by said 

random information creating means to said information management chip via 

short-distance-radio communication, 

A signature information reception means which receives the 1st signature information 
generated by said information management chip as a thing corresponding to said 
random information transmitted by said transmitting means via said 
short-distance-radio communication, 

The 1st verifying means that verifies said 1st signature information received by said 
signature information reception means using said public key acquired by said 
acquisition means 

An information processor characterized by preparation ******. 
[Claim 4] 

A delivery pertinent information reception means which receives the 2nd signature 
information corresponding to delivery pertinent information about delivery of said 

goods generated by sard information management chip using said 1st secret key via 
said short~distance~radio communication with said delivery pertinent information. 
The 2nd verifying means that verifies said 2nd signature information received by said 
delivery pertinent information reception means using said public key 
It prepares for a pan, 

Said transmitting means transmits said random information to said information 
management chip, when the justification of said 2nd signature information is checked 
by said 2nd verifying means. 

The information processor according to claim 3 characterized by things. 
[Claim 5] 

When the justification of said 1st signature information is checked by said 1 st verifying 
means, it has further a delivery pertinent information output means which outputs said 
delivery pertinent information. 

The information processor according to claim 4 characterized by things. 
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[Claim 6] 

It has further a verification result output means which outputs a verification result by 
said 1st verifying means. 

The information processor according to claim 3 characterized by things. 
[Claim 7] 

A memory measure which memorizes the 2nd secret key, 

A signature information creating means which generates the 2nd signature information 
corresponding to merchandise information containing identification information of said 
goods, and User Information about the order Lord of said goods using said 2nd secret 
key memorized by said memory measure, 

An order means to transmit ordering information including said merchandise 

information, said User Information, and said 2nd signature information generated by 

said signature information creating means to an order control device which manages 

an order received of said goods, and to order said goods 

The information processor according to claim 3 preparing for a pan. 

[Claim 8] 

When it has been reported from said order control device that an order of said goods 

was accepted, it has further a request means which requires transmission of said 

public key corresponding to said 1 st secret key from a certificate authority, 

Said acquisition means acquires said public key transmitted from said certificate 

authority according to a demand by said request means. 

The information processor according to claim 7 characterized by things. 

[Claim 9] 

In an information processing method of an information processor which verifies 
information relevant to delivered goods, 

An acquisition step which acquires a public key corresponding to a secret key 
managed by the information management chip delivered with said goods, 
A generation step which generates random information, 

A transmission step which transmits said random information generated by processing 
of said generation step to said information management chip via short~distance~radio 
communication, 

A receiving step which receives signature information generated by said information 
management chip as a thing corresponding to said random information transmitted by 
processing of said transmission step via said short-distance-radio communication. 
Verification steps which verify said signature information received by processing of 
said receiving step using said public key acquired by processing of said acquisition 
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step 

— an information processing method characterized by things. 
[Claim 10] 

In a recording medium of a program which a computer which controls an information 
processor which verifies information relevant to delivered goods is made to execute, 
An acquisition control step which controls acquisition of a public key corresponding to 
a secret key managed by the information management chip delivered with said goods, 
A generation step which generates random information, 

A transmission-control step which controls transmission to said information 
management chip performed via short-distance-radio communication of said random 
information generated by processing of said generation step, 
A reception-control step which controls reception performed via said 
short-distance-radio communication of signature information generated by said 
information management chip as a thing corresponding to said random information 
transmitted by processing of said transmission-control step. 

Verification steps which verify said signature information received by processing of 
said reception-control step using said public key acquired by processing of said 
acquisition step 

****** — a recording medium with which a program which a computer characterized 
by things can read is recorded. 
[Claim 11] 

To a computer which controls an information processor which verifies information 
relevant to delivered goods 

An acquisition control step which controls acquisition of a public key corresponding to 

a secret key managed by the information management chip delivered with said goods, 

A generation step which generates random information, 

A transmission-control step which controls transmission to said information 

management chip performed via short-distance-radio communication of said random 

information generated by processing of said generation step, 

A reception-control step which controls reception performed via said 

short-distance-radio communication of signature information generated by said 

information management chip as a thing corresponding to said random information 

transmitted by processing of said transmission-control step, 

Verification steps which verify said signature information received by processing of 
said reception-control step using said public key acquired by processing of said 
acquisition step 
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A program making it perform. 
[Claim 12] 

In an order control device which manages an order received of goods according to an 
order from an information processor, 

Merchandise information containing identification information of said goods, and User 

Information about the order Lord of said goods, And a reception means which receives 

ordering information including the 1st signature information corresponding to said 

merchandise information and said User Information generated using the 1st secret key 

saved by said information processor from said information processor, 

A request means which transmits said User Information to a certificate authority, and 

requires transmission of a public key corresponding to said 1st secret key, 

A verifying means which verifies the justification of said 1st signature information 

using said public key transmitted from said certificate authority according to a 

demand by said request means, 

A reporting means which notifies said information processor that an order was 
materialized when the justification of said 1st signature information is checked by said 
verifying means 

An order control device characterized by preparation 
[Claim 13] 

A memory measure which memorizes the 2nd secret key, 

A creating means which generates the 2nd signature information corresponding to 
said merchandise information, said User Information, and successful-bidder 
information about an administrator of said order control device using said 2nd secret 
key memorized by said memory measure, 

A delivery request means to transmit delivery request information including said 
merchandise information, said User Information, said successful-bidder information, 
and said 2nd signature information generated by said creating means to a distribution 
control device which manages delivery of said goods, and to request delivery of said 
goods 

The order control device according to claim 12 preparing for a pan. 
[Claim 14] 

In an order-receiving-control method of an order control device of managing an order 
received of goods according to an order from an information processor. 
Merchandise information containing identification information of said goods, and User 
Information about the order Lord of said goods, And a receiving step which was 
generated using a secret key saved by said information processor and which receives 
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said merchandise information and ordering information including signature information 

corresponding to said User Information from said information processor, 

A request step which transmits said User Information to a certificate authority, and 

requires transmission of a public key corresponding to said secret key, 

Verification steps which verify the justification of said signature information using said 

public key transmitted from said certificate authority according to a demand by 

processing of said request step, 

A notification step which notifies said information processor that an order was 
materialized when the justification of said signature information is checked by 
processing of said verification steps 

****** — an order-receiving-control method characterized by things. 
[Claim 15] 

In a recording medium of a program which a computer which controls an order control 
device which manages an order received of goods according to an order from an 
information processor is made to execute, 

A reception-control step which was generated using merchandise information 
containing identification information of said goods, User Information about the order 
Lord of said goods, and a secret key saved by said information processor and which 
controls reception of said merchandise information and ordering information including 
signature information corresponding to said User Information. 
A request step which controls transmission to a certificate authority of said User 
Information, and requires transmission of a public key corresponding to said secret 
key. 

Verification steps which verify the justification of said signature information using said 
public key transmitted from said certificate authority according to a demand by 
processing of said request step, 

A recording medium with which a program which a computer by which a notification 
control step which controls a notice to said information processor of an order having 
been materialized being included when the justification of said signature information is 
checked by processing of said verification steps can read is recorded. 
[Claim 16] 

To a computer which controls an order control device which manages an order 
received of goods according to an order from an information processor 
A reception-control step which was generated using merchandise information 
containing identification information of said goods, User Information about the order 
Lord of said goods, and a secret key saved by said information processor and which 
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controls reception of said merchandise information and ordering information including 

signature information corresponding to said User Information, 

A request step which controls transmission to a certificate authority of said User 

Information, and requires transmission of a public key corresponding to said secret 

key, 

Verification steps which verify the justification of said signature information using said 
public key transmitted from said certificate authority according to a demand by 
processing of said request step, 

A program performing a notification control step which controls a notice to said 
information processor of an order having been materialized when the justification of 
said signature information is checked by processing of said verification steps. 
[Claim 1 7] 

In a distribution control device which manages delivery of goods according to a 
request from an order control device which manages an order received of goods, 
Merchandise information containing identification information of said goods, User 
Information about the order Lord of said goods, A reception means which receives 
said delivery request information including said merchandise information, said User 
Information, and signature information corresponding to said successful-bidder 
information which were generated using a secret key managed by successful-bidder 
information about an administrator of said order control device, and said order control 
device from said order control device, 

A request means which transmits said successful-bidder information to a certificate 
authority, and requires transmission of a public key corresponding to said secret key, 
A verifying means which verifies the justification of said signature information using 
said public key transmitted from said certificate authority according to a demand by 
said request means, 

A storage control means which makes an information management chip delivered with 
said goods memorize delivery pertinent information about delivery of said goods when 
the justification of said signature information is checked by said verifying means 
A distribution control device characterized by preparation 
[Claim 18] 

It has further a delivering means which delivers said information management chip 
with said goods. 

The distribution control device according to claim 1 7 characterized by things. 
[Claim 19] 

At least one information on said merchandise information, said User Information, said 
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successful-bidder information, and delivery administrator information about a delivery 
administrator who manages delivery of said goods is included in said delivery pertinent 
information. 

The distribution control device according to claim 1 7 characterized by things. 
[Claim 20] 

Said information management chip is delivered with said goods, when held by 
distribution company who is stuck on the surface of said goods or delivers said goods. 
The distribution control device according to claim 1 7 characterized by things. 
[Claim 21] 

In a delivery management method of a distribution control device which manages 
delivery of goods according to a request from an order control device which manages 
an order received of goods, 

Merchandise information containing identification information of said goods, User 
Information about the order Lord of said goods, A receiving step which receives said 
delivery request information including said merchandise information, said User 
Information, and signature information corresponding to said successful-bidder 
information which were generated using a secret key managed by successful-bidder 
information about an administrator of said order control device, and said order control 
device from said order control device, 

A request step which transmits said successful-bidder information to a certificate 
authority, and requires transmission of a public key corresponding to said secret key. 
Verification steps which verify the justification of said signature information using said 
public key transmitted from said certificate authority according to a demand by 
processing of said request step, 

A storage control step which makes an information management chip delivered with 
said goods memorize delivery pertinent information about delivery of said goods when 
the justification of said signature information is checked by processing of said 
verification steps 

****** — a delivery management method characterized by things. 
[Claim 22] 

In a recording medium of a program which a computer which controls a distribution 
control device which manages delivery of goods according to a request from an order 
control device which manages an order received of goods is made to execute. 
Merchandise information containing identification information of said goods, User 
Information about the order Lord of said goods, A reception-control step which 
controls reception of said delivery request information including said merchandise 
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information, said User Information, and signature information corresponding to said 
successful-bidder information which were generated using a secret key managed by 
successful-bidder information about an administrator of said order control device, and 
said order control device, 

A request step which controls transmission to a certificate authority of said 
successful-bidder information, and requires transmission of a public key 
corresponding to said secret key, 

Verification steps which verify the justification of said signature information using said 
public key transmitted from said certificate authority according to a demand by 
processing of said request step, 

A storage control step which makes an information management chip delivered with 
said goods memorize delivery pertinent information about delivery of said goods when 
the justification of said signature information is checked by processing of said 
verification steps 

****** —-- a recording medium with which a program which a computer characterized 
by things can read is recorded. 
[Claim 23] 

To a computer which controls a distribution control device which manages delivery of 
goods according to a request from an order control device which manages an order 
received of goods 

Merchandise information containing identification information of said goods. User 
Information about the order Lord of said goods, A reception-control step which 
controls reception of said delivery request information including said merchandise 
information, said User Information, and signature information corresponding to said 
successful-bidder information which were generated using a secret key managed by 
successful-bidder information about an administrator of said order control device, and 
said order control device, 

A request step which controls transmission to a certificate authority of said 
successful-bidder information, and requires transmission of a public key 
corresponding to said secret key, 

Verification steps which verify the justification of said signature information using said 
public key transmitted from said certificate authority according to a demand by 
processing of said request step, 

A storage control step which makes an information management chip delivered with 
said goods memorize delivery pertinent information about delivery of said goods when 
the justification of said signature information is checked by processing of said 
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verification steps 

A program making it perform. 

[Claim 24] 

In an information management chip delivered with goods, 

A memory measure which memorizes a secret key. 

A reception means which receives random information transmitted via 

short-distance-radio communication from an information processor operated by 

recipient of said goods. 

The 1st creating means that generates the 1st signature information corresponding to 
said random information received by said reception means using said secret key 
memorized by said memory measure, 

The 1 st transmitting means that transmits said 1st signature information generated by 
said 1st creating means to said information processor via said short-distance-radio 
communication 

An information management chip characterized by preparation 
[Claim 25] 

When said memory measure has memorized further delivery pertinent information 
about delivery of said goods, 

The 2nd creating means that generates the 2nd signature information corresponding 
to said delivery pertinent information using said secret key, 

The 2nd transmitting means that transmits said delivery pertinent information and said 
2nd signature information generated by said 2nd creating means to said information 
processor via said short-distance-radio communication 
The information management chip according to claim 24 preparing for a pan. 
[Claim 26] 

Merchandise information in which said memory measure contains identification 
information of said goods. User Information about the order Lord of said goods. 
Information containing at least one of successful-bidder information about an 
administrator of an order control device who manages an order received of said goods, 
and the delivery administrator information about a delivery administrator who 
manages delivery of said goods is memorized as said delivery pertinent information. 
The information management chip according to claim 24 characterized by things. 
[Claim 27] 

In an information management method of an information management chip delivered 
with goods, 

A memory step which memorizes a secret key. 
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A receiving step which receives random information transmitted via 
short-distance-radio communication from an information processor operated by 
recipient of said goods, 

A generation step which generates signature information corresponding to said 
random information received by processing of said receiving step using said secret 
key memorized by processing of said memory step, 

A transmission step which transmits said signature information generated by 
processing of said generation step to said information processor via said 
short~distance~radio communication 

****** — an information management method characterized by things. 
[Claim 28] 

In a recording medium of a program which a computer which controls an information 
management chip delivered with goods is made to execute, 
A storage control step which controls memory of a secret key, 

A reception-control step which controls reception of random information transmitted 
via short-distance-radio communication from an information processor operated by 
recipient of said goods, 

A generation step which generates signature information corresponding to said 
random information received by processing of said reception-control step using said 
secret key memorized by processing of said storage control step, 
A transmission-control step which controls transmission to said information 
processor performed via said short-distance-radio communication of said signature 
information generated by processing of said generation step 

****** ~ a recording medium with which a program which a computer characterized 
by things can read is recorded. 
[Claim 29] 

To a computer which controls an information management chip delivered with goods 
A storage control step which controls memory of a secret key, 

A reception-control step which controls reception of random information transmitted 
via short-distance-radio communication from an information processor operated by 
recipient of said goods, 

A generation step which generates signature information corresponding to said 
random information received by processing of said reception-control step using said 
secret key memorized by processing of said storage control step, 
A transmission-control step which controls transmission to said information 
processor performed via said short-distance-radio communication of said signature 
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information generated by processing of said generation step 
A program making it perform. 



[Translation done.] 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] 

This invention A verification system and a method, an information processor and a 
method, an order control device, and a method, contents [ of the load especially 
delivered about a distribution control device and a method, an information 
management chip and a method, a recording medium, and a program ], and delivery 
origin — or, The justification of various information about delivery of loads, such as a 
delivery trader, easily, And it is related with the verification system it enables it to 
check certainly and a method, an information processor and a method, an order 
control device and a method, a distribution control device and a method, an 
information management chip and a method, a recording medium, and a program. 
[0002] 

[Description of the Prior Art] 

In recent years besides what is called telephone-shopping that orders by telephone 
the goods introduced by the Television Sub-Division program, and purchases them, 
The opportunity which can order favorite goods easily is increasing without the 
onHine shopping using the Internet etc. generally spreading, and going to a store. 
[0003] 

Therefore, since a close-up of various kinds of vicious incidents about the load which 
the opportunity to receive loads, such as goods delivered by the delivery trader, has 
increased, and has been delivered there was taken, for example, ******** [ that the 

sent goods are the goods which he ordered truly, and it is not a dangerous object 
etc. ] ~ or. The importance of the distribution system which can receive goods in 
comfort is recognized without the person who came goods to the report feeling 
uneasy [ whether to be the delivery trader who came to the report the goods which he 
ordered truly ]. 
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[0004] 

For example, to the patent documents 1 mentioned later, as a distribution system 
which can receive goods without feeling such uneasy. The signature values (signature 
data) over it are remembered to be data of a product identification child, a signer 
identifier, a receiver identifier, etc. by the data carrier 1 (tag) stuck on goods etc. 
The system which enables it to check a product, a signer, a receiver, etc. by verifying 
the signature is indicated, 

[0005] 

The system which enables it to check whether goods are genuine articles is indicated 
by verifying the signature memorized by the tag to the patent documents 2 as a thing 
using the tag stuck on goods using the public key published from the authentication 
server 104. 
[0006] 

[Patent documents 1] 

JP,2000"305995,A (for example, the 10th page thru/or the 12th page) 
[Patent documents 2] 

JP,2000~1 1 1 14,A (for example, the 2nd page thru/or the 3rd page, drawing 1 ) 
[0007] 

[Problem(s) to be Solved by the Invention] 

However, in the system currently indicated by the patent documents 1 and the patent 
documents 2, Since the signature data generated by just delivery origin is saved to the 
tag (data carrier) stuck on goods and verification of signature data is performed based 
on it, Temporarily, signature data was revealed to the third party, and when the person 
stored signature data in other tags and other goods were delivered, SUBJECT that 
the recipient could not perceive that the delivered goods are unjust occurred. 
[0008] 

That is, since the signature data memorized by the third party at the tag is the same 
as that of what is managed by just delivery origin, even if it is a case where the 
recipient of goods verifies the information memorized by the tag, the delivered goods 
will be detected as a just thing. 
[0009] 

This invention is made in view of such a situation, and enables it for contents [ of the 
delivered load ] and delivery origin to check easily and certainly the justification of 
various information about delivery of loads, such as a delivery trader. 
[0010] 
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[Means for Solving the Problem] 

This invention is characterized by an information processor which constitutes a 
verification system comprising the following. 

An acquisition means which acquires a public key corresponding to a secret key saved 
by an information management chip. 

A random information creating means which generates random information. 
A random information transmission means which transmits generated random 
information to an information management chip via short-distance-radio 
communication. 

A signature information reception means which receives signature information 
generated by an information management chip as a thing corresponding to random 
Information via short-distance-radio communication, and a verifying means which 
verifies received signature information using an acquired public key. 

[0011] 

This invention is characterized by an information management chip which constitutes 

a verification system comprising the following. 

A memory measure which memorizes a secret key. 

A random information receiving means which receives random information transmitted 
via short-distance-radio communication from an information processor operated by 
recipient of goods. 

A signature information creating means which generates signature information 
corresponding to received random information using a secret key memorized. 
A signature information transmitting means which transmits generated signature 
information to an information processor via short-distance-radio communication. 

[0012] 

This invention is characterized by an information processing method which 
constitutes a verification method of a verification system comprising the following. 
An acquisition step which acquires a public key corresponding to a secret key saved 
by an information management chip. 

A random information generation step which generates random information. 
A random transmitting information step which transmits generated random 
information to an information management chip via short-distance-radio 
communication. 

A signature information receiving step which receives signature information generated 
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by an information management chip as a thing corresponding to random information 
via short-distance-radio communication, and verification steps which verify received 
signature information using an acquired public key. 

[0013] 

This invention is characterized by an information management method which 
constitutes a verification method of a verification system comprising the following. 
A memory step which memorizes a secret key. 

A random information reception step which receives random information transmitted 
via short-distance-radio communication from an information processor operated by 
recipient of goods. 

A signature information generation step which generates signature information 
corresponding to received random information using a secret key. 
A signature information transmission step which transmits generated signature 
information to an information processor via short-distance-radio communication. 

[0014] 

This invention is characterized by an information processor comprising the following. 

An acquisition means which acquires a public key corresponding to the 1 st secret key 

saved by the information management chip delivered with goods. 

A random information creating means which generates random information. 

A transmitting means which transmits generated random information to an information 

management chip via short"distance~radio communication. 

A signature information reception means which receives the 1 st signature information 
generated by an information management chip as a thing corresponding to random 
information via short-distance-radio communication, and the 1 st verifying means that 
verifies the 1 st received signature information using a public key. 

[0015] 

A delivery pertinent information reception means which receives the 2nd signature 
information corresponding to delivery pertinent information about delivery of goods 
generated by an information management chip using the 1 st secret key via 
short-distance-radio communication with delivery pertinent information, It can have 
further the 2nd verifying means that verifies the 2nd received signature information 
using a public key. When the justification of the 2nd signature information is checked 
by the 2nd verifying means at this time as for a transmitting means, random 
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information is transmitted to an information management chip. 
[0016] 

When the justification of the 1st signature information is checked by the 1st verifying 
means, it can have further a delivery pertinent information output means which 
outputs delivery pertinent information. 
[0017] 

It can have further a verification result output means which outputs a verification 

result by the 1st verifying means. 

[0018] 

A signature information creating means which generates the 2nd signature information 
corresponding to merchandise information containing identification information of 
goods, and User Information about the order Lord of goods using the 2nd secret key 
remembered to be a memory measure which memorizes the 2nd secret key, Ordering 
information including merchandise information, User Information, and the 2nd 
signature information generated by signature information creating means is 
transmitted to an order control device which manages an order received of goods, and 
it can have further an order means to order goods. 
[0019] 

When it has been reported from an order control device that an order of goods was 
accepted, it can have further a request means which requires transmission of a public 
key corresponding to the 1st secret key from a certificate authority. At this time, an 
acquisition means acquires a public key transmitted from a certificate authority 
according to a demand by a request means. 
[0020] 

This invention is characterized by an information processing method of an information 
processor comprising the following. 

An acquisition step which acquires a public key corresponding to a secret key 
managed by the information management chip delivered with goods. 
A generation step which generates random information. 

A transmission step which transmits generated random information to an information 
management chip via short-distance-radio communication. 

A receiving step which receives signature information generated by an information 
management chip as a thing corresponding to random information via 
short-distance-radio communication, and verification steps which verify received 
signature information using an acquired public key. 
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[0021] 

An acquisition control step which controls acquisition of a public key corresponding to 
a secret key managed by the information management chip by which the 1st recording 
medium of this invention has been delivered with goods, A generation step which 
generates random information, and a transmission-control step which controls 
transmission to an information management chip performed via short~distance~radio 
communication of generated random information, A reception-control step which 
controls reception performed via short-distance-radio communication of signature 
information generated by an information management chip as a thing corresponding to 
random information, A program which a computer containing verification steps which 
verify received signature information using a public key can read is recorded. 
[0022] 

The 1st program of this invention to a computer which controls an information 
processor which verifies the justification of delivered goods. An acquisition control 
step which controls acquisition of a public key corresponding to a secret key managed 
by the information management chip delivered with goods, A generation step which 
generates random information, and a transmission-control step which controls 
transmission to an information management chip performed via short-distance-radio 
communication of generated random information, A computer is made to perform a 
reception-control step which controls reception performed via short-distance-radio 
communication of signature information generated by an information management 
chip as a thing corresponding to random information, and verification steps which 
verify received signature information using a public key. 
[0023] 

merchandise information in which an order control device of this invention contains 
dentification information of goods — and, A reception means which receives ordering 
nformation including the 1st signature information corresponding to merchandise 
nformation and User Information generated using User Information about the order 
Lord of goods, and the 1st secret key saved by an information processor, A request 
means which transmits User Information to a certificate authority and requires 
transmission of a public key corresponding to the 1st secret key, It has a verifying 
means which verifies the justification of the 1 st signature information using a public 
key transmitted from a certificate authority according to a demand by a request 
means, and a reporting means which notifies an information processor that an order 
was materialized when the justification of the 1st signature information is checked. 
[0024] 
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A memory measure which memorizes the 2ncl secret key, and a creating means which 
generates the 2nd signature information corresponding to merchandise information, 
User Information, and successful-bidder information about an administrator of an 
order control device using the 2nd secret key memorized, Delivery request 
information including merchandise information, User Information, successful-bidder 
information, and the 2nd signature information generated by creating means is 
transmitted to a distribution control device which manages delivery of goods, and it 
can have further a delivery request means to request delivery of goods. 
[0025] 

Merchandise information in which an order~receiving~control method of an order 
control device of this invention contains identification information of goods, And a 
receiving step which was generated using User Information about the order Lord of 
goods, and a secret key saved by an information processor and which receives 
merchandise information and ordering information including signature information 
corresponding to User Information, A request step which transmits User Information 
to a certificate authority and requires transmission of a public key corresponding to a 
secret key, Verification steps which verify the justification of signature information 
using a public key transmitted from a certificate authority according to a demand, and 
a notification step which notifies an information processor that an order was 
materialized when the justification of signature information is checked are included. 
[0026] 

merchandise information in which the 2nd recording medium of this invention contains 
identification information of goods — and, A reception-control step which was 
generated using User Information about the order Lord of goods, and a secret key 
saved by an information processor and which controls reception of merchandise 
information and ordering information including signature information corresponding to 
User Information, A request step which controls transmission to a certificate 
authority of User Information, and requires transmission of a public key corresponding 
to a secret key. When verification steps which verify the justification of signature 
information, and the justification of signature information are checked using a public 
key transmitted from a certificate authority according to a demand, A program which a 
computer containing a notification control step which controls a notice to an 
information processor of an order having been materialized can read is recorded, 
[0027] 

merchandise information in which the 2nd program of this invention contains 
identification information of goods — and, A reception-control step which was 
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generated using User Information about the order Lord of goods, and a secret key 
saved by an information processor and which controls reception of merchandise 
information and ordering information including signature information corresponding to 
User Information, A request step which controls transmission to a certificate 
authority of User Information, and requires transmission of a public key corresponding 
to a secret key, When verification steps which verify the justification of signature 
information, and the justification of signature information are checked using a public 
key transmitted from a certificate authority according to a demand, a notification 
control step and a computer which control a notice to an information processor of an 
order having been materialized are performed. 
[0028] 

This invention is characterized by a distribution control device comprising the 
following. 

A reception means which receives delivery request information including merchandise 
information, User Information, and signature information corresponding to 
successful-bidder information which were generated using a secret key saved by 
merchandise information containing identification information of goods. User 
Information about the order Lord of goods, successful-bidder information about an 
administrator of an order control device, and an order control device. 
A request means which transmits successful-bidder information to a certificate 
authority, and requires transmission of a public key corresponding to a secret key. 
A verifying means which verifies the justification of signature information using a 
public key transmitted from a certificate authority according to a demand. 
A storage control means which makes an information management chip delivered with 
goods memorize delivery pertinent information about delivery of goods when the 
justification of signature information is checked. 

[0029] 

It can have further a delivering means which delivers an information management chip 

with goods. 

[0030] 

At least one information on merchandise information, User Information, 
successful-bidder information, and delivery administrator information about a delivery 
administrator who manages delivery of goods can be included in delivery pertinent 
information. 
[0031] 
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An information management chip can be delivered with goods, when held by 
distribution company who is stuck on the surface of goods, or delivers goods. 
[0032] 

This invention is characterized by a delivery management method of a distribution 
control device comprising the following. 

Merchandise information containing identification information of goods, User 
Information about the order Lord of goods. A receiving step which receives delivery 
request information including merchandise information. User Information, and 
signature information corresponding to successful-bidder information which were 
generated using a secret key saved by successful-bidder information about an 
administrator of an order control device, and an order control device. 
A request step which transmits successful-bidder information to a certificate 
authority, and requires transmission of a public key corresponding to a secret key. 
Verification steps which verify the justification of signature information using a public 
key transmitted from a certificate authority according to a demand. 
A storage control step which makes an information management chip delivered with 
goods memorize delivery pertinent information about delivery of goods when the 
justification of signature information is checked. 

[0033] 

Merchandise information in which the 3rd recording medium of this invention contains 
identification information of goods. User Information about the order Lord of goods, . 
Were generated using a secret key saved by successful-bidder information about an 
administrator of an order control device, and an order control device. A 
reception-control step which controls reception of delivery request information 
including merchandise information. User Information, and signature information 
corresponding to successful-bidder information, A request step which controls 
transmission to a certificate authority of successful-bidder information, and requires 
transmission of a public key corresponding to a secret key. When verification steps 
which verify the justification of signature information, and the justification of signature 
information are checked using a public key transmitted from a certificate authority 
according to a demand, A program which a computer which contains a storage control 
step which makes delivery pertinent information about delivery of goods memorize in 
an information management chip delivered with goods can read is recorded. 
[0034] 

Merchandise information in which the 3rd program of this invention contains 
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identification information of goods. User Information about the order Lord of goods, . 
Were generated using a secret key saved by successful-bidder information about an 
administrator of an order controi device, and an order control device. A 
reception-control step which controls reception of delivery request information 
including merchandise information, User Information, and signature information 
corresponding to successful-bidder information, A request step which controls 
transmission to a certificate authority of successful-bidder information, and requires 
transmission of a public key corresponding to a secret key, When verification steps 
which verify the justification of signature information, and the justification of signature 
information are checked using a public key transmitted from a certificate authority 
according to a demand, A computer is made to perform a storage control step which 
makes an information management chip delivered with goods memorize delivery 
pertinent information about delivery of goods, 
[0035] 

This invention is characterized by an information management chip comprising the 
following. 

A memory measure which memorizes a secret key. 
A reception means which receives random information transmitted via 
short-distance-radio communication from an information processor operated by 
recipient of goods. 

The 1st creating means that generates the 1st signature information corresponding to 
random information using a secret key. 

The 1st transmitting means that transmits the 1st generated signature information to 
an information processor via short-distance-radio communication. 

[0036] 

The 2nd creating means that generates the 2nd signature information corresponding 
to delivery pertinent information using a secret key when a memory measure has 
memorized delivery pertinent information about delivery of goods further, It can have 
further the 2nd transmitting means that transmits delivery pertinent information and 
the 2nd signature information generated by the 2nd creating means to an information 
processor via short-distance-radio communication. 
[0037] 

Merchandise information in which a memory measure contains identification 
information of goods. User Information about the order Lord of goods. Information 
containing at least one of successful-bidder information about an administrator of an 



22 



Publication JP 2004-88534 



order control device who manages an order received of goods, and the delivery 
administrator information about a delivery administrator who manages delivery of 
goods can be memorized as delivery pertinent information. 
[0038] 

This invention is characterized by an information management method of an 

information management chip comprising the following. 

A memory step which memorizes a secret key. 

A receiving step which receives random information transmitted via 

short~distance-~radio communication from an information processor operated by 

recipient of goods. 

A generation step which generates signature information corresponding to received 
random information using a secret key. 

A transmission step which transmits generated signature information to an 
information processor via short-distance-radio communication. 

[0039] 

A storage control step by which the 4th recording medium of this invention controls 
memory of a secret key, A reception-control step which controls reception of random 
information transmitted via short-distance-radio communication from an information 
processor operated by recipient of goods, A generation step which generates 
signature information corresponding to received random information using a secret 
key, A program which a computer containing a transmission-control step which 
controls transmission to an information processor performed via short-distance-radio 
communication of generated signature information can read is recorded. 
[0040] 

A storage control step by which the 4th program of this invention controls memory of 
a secret key, A reception-control step which controls reception of random 
information transmitted via short-distance-radio communication from an information 
processor operated by recipient of goods, A computer is made to perform a 
generation step which generates signature information corresponding to received 
random information, and a transmission-control step which controls transmission to 
an information processor performed via short-distance-radio communication of 
generated signature information using a secret key. 
[0041] 

In a verification system and a method of this invention, a public key corresponding to a 
secret key managed by an information management chip is acquired, random 
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information is generated and generated random information is transmitted to an 
information management chip via short-distance-radio communication. It is received 
via short-distance-radio communication, and signature information generated by an 
information management chip as a thing corresponding to random information is 
verified using an acquired public key. 
[0042] 

From an information processor which a secret key is memorized and is operated by 
recipient of goods in a verification system of this invention. Signature information 
corresponding to random information which random information transmitted via 
short-distance-radio communication was received, and was received using a secret 
key memorized is generated, and generated signature information is transmitted to an 
information processor via short~distance~radio communication. 
[0043] 

In an information processor of this invention, a method, and a program, a public key 
corresponding to a secret key saved by the information management chip delivered 
with goods is acquired, and random information is generated. Generated random 
information is transmitted to an information management chip via 
short™dista.nce~radio communication, it is received via short-distance-radio 
communication, and signature information generated as a thing corresponding to 
random information by an information management chip is verified using a public key, 
[0044] 

In an order control device of this invention, a method, and a program, Merchandise 
information containing identification information of goods, and User Information about 
the order Lord of goods, And ordering information including the 1st signature 
information corresponding to merchandise information and User Information 
generated using the 1st secret key saved by an information processor is received, 
User Information is transmitted to a certificate authority, and transmission of a public 
key corresponding to the 1 st secret key is required. An information processor is 
notified that an order was materialized, when the justification of the 1st signature 
information is verified and the justification of the 1st signature information is checked 
using a public key transmitted from a certificate authority according to a demand. 
[0045] 

In a distribution control device of this invention, a method, and a program. 
Merchandise information containing identification information of goods, User 
Information about the order Lord of goods, . Were generated using a secret key saved 
by successful-bidder information about an administrator of an ord^r control device, 
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and an order control device. Delivery request information including merchandise 
information, User Information, and signature information corresponding to 
successful-bidder information is received, and transmission of a public key 
corresponding to a secret key in transmission is required of a certificate authority in 
successful-bidder information. When the justification of signature information is 
verified and the justification of signature information is checked using a public key 
transmitted from a certificate authority according to a demand, delivery pertinent 
information about delivery of goods is memorized by information management chip 
delivered with goods. 
[0046] 

In an information management chip of this invention, a method, and a program, a 
secret key is memorized and random information transmitted via short-distance-radio 
communication is received from an information processor operated by recipient of 
goods. Using a secret key, the 1st signature information corresponding to random 
information is generated, and the 1st generated signature information is transmitted 
to an information processor via short-distance-radio communication. 
[0047] 

[Embodiment of the Invention] 

Drawing 1 is a figure showing the example of composition of the delivering-goods 

system which applied this invention. 

[0048] 

Fundamentally the delivering-goods system which applied this invention The user 
terminal 1 (information processor). It comprises the maker's terminal 2, the delivery 
trader terminal 3, and the certificate authority (CA (Certification Authority)) 4, and 
transmission and reception of various kinds of information between these are 
performed via networks, such as the Internet 
[0049] 

The user terminal 1 is operated by the user who is a consumer of goods, and when 
accessing the shopping site (website) which sells goods is directed, it displays the 
screen of a shopping site based on the data accessed and downloaded according to 
the directions. When it is directed that the user terminal 1 orders the goods currently 
sold in the shopping site. Using the secret key which he has managed, the signature 
information corresponding to the merchandise information about the goods to 
purchase and User Information about the user who is the order Lord is generated, and 
the generated signature information is transmitted to the maker s terminal 2 as 
ordering information with merchandise information and User Information. In this 
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example, a shopping site is managed with the maker s terminal 2, and the order 

received of goods is managed. 

[0050] 

It is contained in ordering information, and the information showing the information 
which identifies the goods to order, for example, the number to order, a price, etc. is 
included in the merchandise information transmitted to the maker s terminal 2, and, on 
the other hand, the information showing the name of the information and the order 
Lord who specify the address for delivery, a telephone number, the method of paying, 
etc. is included in User Information. 
[0051] 

When ordering information has been transmitted from the user terminal 1, the makers 
terminal 2 transmits User Information included in ordering information to a certificate 
authority, and requires transmission of the public key (public key corresponding to the 
secret key managed with the user terminal 1) beforehand registered by the user. When 
the public key has been transmitted according to the demand, the maker s terminal 2, 
The signature information included in the ordering information transmitted from the 
user terminal 1 is verified using a public key, and it is checked whether whether 
neither alteration nor excision being performed by the third party to ordering 
information (User Information and merchandise information) and information are just. 
[0052] 

If^ drawing 1 , the demand of a public key performed between the certificate authorities 
4 and transmission of the public key to it are expressed by the dashed dotted line, and 
transmission and reception of the information between each terminal of the user 
terminal 1 , the maker s terminal 2, and the delivery trader terminal 3 are expressed by 
the solid line. 
[0053] 

When it judges with the makers terminal 2 having checked the justification of the 
ordering information transmitted from the user terminal 1 as a result of verification of 
signature information. The delivery trader notification information which generates the 
signature information corresponding to the delivery trader information which is 
information about the delivery trader who delivers goods, and includes the generated 
signature information and delivery trader information is transmitted to the user 
terminal 1 using the secret key which he manages that it should be notified to the user 
terminal 1 that the order was accepted. 
[0054] 

For example, the information showing the name of the establishment in the 
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neighborhood of a delivery trader s name» a contact, and the address for delivery 
specified by the user, a distribution time belt, etc. is included in delivery trader 
information. 
[0055] 

The user terminal 1 which received delivery trader notification information, The public 
key beforehand registered by the administrator (maker) of the maker's terminal 2 to 
the certificate authority 4, Transmission of the public key beforehand registered by 
the administrator (delivery trader) of the delivery trader terminal 3 is required, and the 
delivery trader notification information transmitted from the maker's terminal 2 is 
verified using the transmitted public key (public key of a maker). 
[0056] 

When judged with the transmitted delivery trader notification information being just as 
a result of verification, the user terminal 1 is saved at the storage parts store which 
builds in a delivery trader's public key acquired from the certificate authority 4. In the 
verification processing of signature information performed between the PKI (Public 
Key Infrastructure) chips 5 delivered by the delivery trader with goods (goods 6), a 
delivery trader's saved public key is used so that it may mention later. 
[0057] 

The maker s terminal 2 transmits delivery request information to the delivery trader 
terminal 3 that delivery of the goods ordered by the user should be requested while 
transmitting delivery trader notification information to the user terminal 1. 
[0058] 

The merchandise information, User Information, and the signature information 
corresponding to maker information which were generated using the secret key 
managed with the maker's terminal 2 other than maker information including the 
information showing merchandise information, User Information, a name, an address of 
a maker, etc. are included in delivery request information. 
[0059] 

When delivery request information has been transmitted from the maker s terminal 2, 
the delivery trader terminal 3 requires transmission of the public key beforehand 
registered by the maker to the certificate authority 4 that the justification should be 
checked, and verifies the signature information included in delivery request 
information using the public key transmitted according to a demand. 
[0060] 

When it is able to check that the alteration etc. are not given to delivery request 
information, the delivery trader terminal 3, The distribution company who delivers the 
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goods 6 (goods ordered by the user of the user terminal 1) is chosen, and the PKI chip 
5 allocated by the ID card which the distribution company has is made to memorize 
the information relevant to delivery of merchandise information. User Information, 
maker information, etc. which are included in delivery request information. 
[0061] 

A distribution company delivers the goods 6 to the specified address for delivery, and 
shows it his own ID card to the user as a recipient who receives. A user makes the 
reader writer provided in the user terminal 1 approach the ID card (PKI chip 5) to 
which it was shown, and checks the justification of the information memorized by the 
PKI chip 5, i.e., the justification of the goods 6, using a delivery trader s public key 
beforehand acquired from the certificate authority 4. 
[0062] 

The result of verification performed between the PKI chips 5 with the user terminal 1 , 
When it is outputted to the user terminal 1, for example Justification is not able to be 
checked, When the message to which it urges stopping the taking over of goods is 
displayed and the justification of information is able to be checked on the other hand, 
Based on the merchandise information, the maker information, and User Information 
which are memorized by the PKI chip 5, the information showing the contents of the 
load, the information showing a delivering agency, and the information showing the 
user itself who is the order Lord are displayed, respectively. The message etc. which 
report that goods can be taken over safely are displayed on the indicator of the user 
terminal 1. 
[0063] 

As mentioned above, since transmission and reception of various kinds of information 
are performed through verification of what is called PKI which verifies each time the 
signature information generated at the transmitting agency using the public key 
published from the certificate authority 4, The unjust information to which alteration, 
excision, etc. were performed by the third party can be prevented from being 
memorized by the PKI chip 5. 
[0064] 

therefore, since the information which has reliability in the PKI chip 5 delivered with 
goods will be memorized, a user trusts the verification result performed between the 
PKI chips 5 outputted to the user terminal 1, and he receives goods in comfort — 
things can be carried out. For example, when it is what cannot trust the information 
memorized by the PKI chip 5, the case where the verification result displayed on the 
user terminal 1 is not right may happen, but such a thing can be controlled. 
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[0065] 

Verification of signature information performed between the user terminal 1 and the 
PKI chip 5 so that it may mention later. Since it is performed by the signature 
information generated based on the then selected random number, a more positive 
verification result can be obtained compared with the case where it verifies for 
example, in the stage which delivers goods only based on the signature information 
memorized by the PKI chip 5 with the delivery trader terminal 3. 
[0066] 

Above, although the PKI chip 5 assumed that it is allocated independently [ the goods 
6 ] by the ID card which a distribution company presents, a user can be provided with 
it with various gestalten, such as being stuck on the position of the surface of the 
goods 6, for example. 
[0067] 

Next, each composition of the user terminal 1 of drawing 1 , the makers terminal 2, the 
delivery trader terminal 3, the certificate authority 4, and the PKI chip 5 is explained. 
[0068] 

Drawing 2 is a block diagram showing the example of composition of the user terminal 

1 of drawing 1 . 

[0069] 

A program CPU(Central Processing Unit) 1 1 is remembered to be by ROM(Read Only 
Memory) 12, Or according to the program loaded to RAM(Random Access Memory) 13, 
various kinds of processings are performed from the storage parts store 18. To 
RAM 13, CPUl 1 performs various kinds of processings again, and also required data 
etc. are memorized suitably. 
[0070] 

GPU11, R0M12, and RAM13 are mutually connected via the bus 14. The input/output 

interface 15 is also connected to this bus 14 again. 

[0071] 

The input part 16, CRT (Cathode Ray Tube) which become the input/output interface 
15 from a keyboard, a mouse, etc.. The communications department 19 which 
comprises the storage parts store 18 which comprises the outputting part 17 which 
consists of a display which consists of LCD (Liquid Crystal Display) etc., a 
loudspeaker, etc., a hard disk, etc., a modem, etc. is connected. The communications 
department 1 9 performs various kinds of communications between the maker s 
terminal 2 and the certificate authority 4 via a network. 
[0072] 
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The reader writer 20 radiates electromagnetic waves from the antenna which is not 
illustrated based on the control from CPU1 1 , and when the PKI chip 5 driven using the 
induction electric power produced by receiving electromagnetic waves is detected 
nearby (range which electromagnetic waves reach), various kinds of information is 
transmitted [ reader writer ] and received between the PKI chips 5, 
[0073] 

The drive 21 is connected to the input/output interface 15 again if needed, The 
computer program which it was suitably equipped with the magnetic disk 22, the 
optical disc 23, the magneto-optical disc 24, or the semiconductor memory 25, and 
was read is installed in the storage parts store 18 if needed. 
[0074] 

As shown by the dashed dotted line, the user s secret key (Kp^ (user)) is memorized by 
the storage parts store 18. In using the distribution system shown in drawing 1 , a user 
requests issue of a public key from the certificate authority 4, and is making the 
secret key corresponding to the public key save at the user terminal 1 . 
[0075] 

Drawing 3 is a block diagram showing the example of composition of the maker's 

terminal 2 of drawing 1 . 

[0076] 

As shown in drawing 3 , the maker's terminal 2 has the same composition 
fundamentally except for the point that the reader writer is not provided, with the user 
terminal 1 shown in drawing 2 . About the portion which overlaps with what was 
mentioned above, the detailed explanation is omitted suitably. 
[0077] 

The maker's terminal 2 is managed by the administrator of a maker, and as shown by 
the dashed dotted line, the secret key (Kp^ (maker)) of the maker is memorized by the 
storage parts store 38. In receiving an order using the distribution system shown in 
drawing 1 , and delivering goods, a maker requests issue of a public key from the 
certificate authority 4, and is making the secret key corresponding to the public key 
save at the maker's terminal 2. 
[0078] 

Drawing 4 is a block diagram showing the example of composition of the delivery 

trader terminal 3 of drawing 1 . 

[0079] 

Since it has the composition as the user terminal 1 fundamentally shown in drawing 2 
also with the same delivery trader terminal 3, about the overlapping portion, detailed 
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explanation is omitted suitably. 
[0080] 

As shown by the dashed dotted line, the delivery trader s secret key (Kp^ (delivery 
trader)) is memorized by the storage parts store 58 of the delivery trader terminal 3. 
Before a delivery trader receives a request of delivery from a maker with the 
distribution system shown in drawing 1 and delivers goods according to a request, he 
requests issue of a public key from the certificate authority 4, and is making the 
secret key corresponding to the public key save to the delivery trader terminal 3. 
[0081] 

When the PKI chip 5 which radiates electromagnetic waves based on the control from 
GPU51, for example, is delivered by the address for delivery with goods approaches, 
the reader writer 60 transmits to the PKI chip 5, and makes merchandise information, 
maker information, and User Information memorize via the electromagnetic waves to 
radiate. 
[0082] 

Drawing 5 is a block diagram showing the example of composition of the PKI chip 5. 
[0083] 

CPU81 is driven with the electric power supplied from the power supplying part 85, 
develops the control program memorized by ROM to RAM (neither is illustrated), and 
controls operation of the PKI chip 5 whole according to the developed control pro-am. 
For example, CPU81 makes those information save in the memory 84 (when 
merchandise information, maker information, and User Information have been supplied 
via the communications department 82), when memorizing merchandise information, 
maker information, and User Information is directed from the reader writer 60 of the 
delivery trader terminal 3. 
[0084] 

The communications department 82 does envelope detection of the modulated wave 
(electromagnetic waves) received in the loop antenna, gets over, and outputs the data 
after a recovery to CPU81. The communications department 82 corresponds to the 
data supplied from CPU81, when transmitting signature information etc. to the reader 
writer 20 of the user terminal 1, For example, only when a switching element is an ON 
state, by connecting predetermined load in parallel with a loop antenna, make a 
predetermined switching element turn on and off, make load change it, and by the 
change. The electromagnetic waves from the reader writer 20 are modulated, and the 
modulation components are transmitted to the reader writer 20. 
[0085] 
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As for the information transmitted to the reader writer 20, in the operation part 83, 
encryption is suitably given according to a prescribed method from the 
communications department 82. 
[0086] 

The operation part 83 generates the signature information corresponding to it using 
the secret key saved in the memory 84, when signature information is generated 
based on the control from CPU81, for example, the random number of a 
predetermined digit number has been transmitted from the reader writer 20 of the 
user terminal 1. The generated signature information is transmitted to the reader 
writer 20 via the communications department 82. 
[0087] 

The secret key (K^^ (delivery trader)) which the memory 84 is constituted from a 
nonvolatile memory, for example, a delivery trader manages is saved. The secret key 
(Kp^ (delivery trader)) memorized by the memory 84 is supplied to the operation part 
83 via CPU81, and is used in generation of signature information. As mentioned above, 
the public key corresponding to the secret key saved in the memory 84 is distributed 
from the certificate authority 4. 
[0088] 

After the power supplying part 85 rectifies the alternating current magnetic field 
excited in the loop antenna and stabilizes it, it is supplied to each part of the PKI chip 
5 as DC power supply. The electric power of the electromagnetic waves radiated from 
the reader writer 20 or the reader writer 60 is adjusted so that the magnetic field 
which provides electric power required for the PKI chip 5 may be generated. 
[0089] 

In the public key cryptosystem which explanation used for convenience, for example, 
used a RSA cryptosystem, an elliptic curve cryptosystem system, etc., the "PKI chip" 
expresses generation of a signature, and IC (information management chip) which 
performs the verification by hardware. 
[0090] 

Drawing 6 is a block diagram showing the example of composition of the certificate 

authority 4. 

[0091] 

The certificate authority 4 also has the same composition fundamentally with the user 
terminal 1 and the maker s terminal 2 which were mentioned above, and the delivery 
trader terminal 3. 
[0092] 
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The public key corresponding to the secret key managed with the user terminal 1 by 
the storage parts store 108 (Kpi^^^i^^b (user)), The public key (Kp^ (maker)) 
corresponding to the secret key managed with the maker s terminal 2 and the public 
key (Kp^ (delivery trader)) corresponding to the secret key managed with the delivery 
trader terminal 3 are saved. 
[0093] 

In the distribution system of drawing 1 , CPU101, According to the demand from the 
user terminal 1, the public key registered by the maker and the public key registered 
by the delivery trader are provided via the communications department 109, and the 
public key registered by the user is provided according to the demand from the 
maker s terminal 2. CPU 101 provides the public key registered by the maker according 
to the demand from the delivery trader terminal 3 via the communications department 
109. 
[0094] 

Next, operation of the distribution system of drawing 1 is explained with reference to a 

flow chart. 

[0095] 

With reference to the flow chart of introduction and drawing 7 , the order processing of 
the user terminal 1 which orders goods to the maker s terminal 2 is explained. 
[0096] 

In Step SI, CPU11 of the user terminal 1 accesses the shopping site which a maker 
manages according to the directions from a user, and displays the screen of a 
shopping site on the indicator which constitutes the outputting part 1 7. 
[0097] 

In Step 82, GPU1 1 stands by until it judges whether the order of goods was directed 
by the user and judges with an order having been placed based on the output from the 
input part 1 6. For example, when ending access to a shopping site is directed by the 
user, without ordering goods, the processing shown in drawing 7 is ended. 
[0098] 

In Step 82, CPU1 1 out of the goods currently sold in the shopping site. When it judges 
with the order of predetermined goods having been directed, it progresses to Step S3 
and the signature information corresponding to merchandise information and User 
Information is generated using the secret key (Kp^ (user)) memorized by the storage 
parts store 18. 
[0099] 

The merchandise information which specifically includes the information showing the 
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number etc. which place an order for CPU1 1 with the identification information of the 
goods in which the order was directed, And User Information including the information 
showing a user s name, the address for delivery, a telephone number, a mail address, 
the method of paying, etc, is acquired based on the input from a user, and a hash 
function is applied to the merchandise information and User Information which were 
acquired. CPU 11 makes signature information the encryption data obtained by 
enciphering the message digest obtained with the application of the hash function 
using a secret key. 
[0100] 

In step S4, CPU1 1 controls the communications department 19 and transmits 
ordering information including merchandise information, User Information, and the 
signature information generated at Step S3 to the maker s terminal 2 which manages 
an order received of goods via a network. 
[0101] 

Next, with reference to the flow chart of drawing 8 , the processing order of the 
maker s terminal 2 performed corresponding to processing of drawing 7 is explained. 
[0102] 

In Step S1 1, CPU31 of the makers terminal 2 stands by until it judges whether 
ordering information has been transmitted from the user terminal 1 based on the 
output from the communications department 39 and judges with ordering information 
having been transmitted. 
[0103] 

In Step S1 1. when it judges with ordering information having been transmitted, it 
progresses to Step SI 2, and CPU31 controls the communications department 39, and 
receives ordering information. In Step SI 3. CPU31 transmits User Information 
included in ordering information to the certificate authority 4, and requires 
transmission of the public key (certificate) corresponding to the secret key managed 
with the user terminal 1. 
[0104] 

When a check of the maker which demands issue of a public key is performed between 
the maker's terminal 2 and the certificate authority 4 if needed and a check of a maker 
is completed. The certificate containing the public key (Kp^^ (user)) corresponding to 
the secret key (K^^ (user)) managed with the user terminal 1 is transmitted. 
[0105] 

In Step SI 4, CPU31 stands by until it judges whether the certificate has been 
transmitted from the certificate authority 4 and judges with having been transmitted 
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based on the output from the communications department 39. 
[0106] 

In Step SI 4. when it judges with the certificate which contains a public key from the 
certificate authority 4 having been transmitted, it progresses to Step SI 5, and CPU31 
receives it (acquiring) and follows it to Step SI 6. 
[0107] 

In Step SI 6, CPU31 applies a hash function to the merchandise information and User 
Information which are included in ordering information, and generates a message 
digest (MD). In Step SI 7, CPU31 decodes the signature information (signature 
information generated in Step S3 of drawing 7 ) included in ordering information using 
the public key contained in a certificate, and generates a message digest, 
[0108] 

In Step SI 8, CPU31 compares the message digest generated at Step SI 6 with the 
message digest generated at Step SI 7, and judges whether they are in agreement. 
When judged with two message digests not being in agreement, i.e., changing with 
these judgments, it. It means that there is a possibility that the alteration etc. might be 
given by the third party to ordering information and User Information, and when judged 
with two message digests being in agreement on the other hand, an alteration etc. are 
not given to User Information and merchandise information, but it expresses that it is 
reliable information to them. 
[0109] 

Therefore, the message digest which generated CPU31 at Step SI 6 in Step SI 8, 
When it judges with the message digest generated at Step S1 7 not being in agreement, 
it progresses to Step SI 9, the message which cannot accept an order and which gives 
a thing notice is transmitted to the user terminal 1. and processing is terminated after 
that 
[0110] 

On the other hand in Step SI 8, CPU31, Since it is what can trust an order when it 
judges with the message digest generated at Step SI 6 and the message digest 
generated at Step SI 7 being in agreement, It progresses to Step S20 and the 
signature information corresponding to delivery trader information is generated using 
the secret key (K^^ (maker)) memorized by the storage parts store 38 that a user 
should be notified of the information about a delivery trader. 
[0111] 

The establishment which is in delivery trader information in a delivery trader s name 
and the neighborhood of the specified address for delivery, The information showing 
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the time of a delivery date, etc. is included, and it is generated based on the ordering 
information transmitted from the user terminal 1, and the information managed in a 
delivery trader's database currently built by the storage parts store 38. Specifically, 
CPU31 makes signature information the encryption data obtained by applying a hash 
function to delivery trader information, and enciphering the generated message digest 
with a secret key (Kp^ (maker)) in Step S20. 
[0112] 

In Step S21, CPU31 transmits delivery trader notification information including 
delivery trader information and the signature information generated at Step S20 to the 
user terminal 1 via the communications department 39, and reports that the order was 
accepted. 
[0113] 

Ordering information will be received only when judged with the ordering information 
transmitted from the user to the maker by the above processing based on the 
signature information generated in the user terminal 1 being just. That is, an order of 
inaccurate goods will be controlled. 
[0114] 

Next, with reference to the flow chart of drawing 9 , processing of the user terminal 1 
in which it is verified whether the delivery trader notification information transmitted 
by processing of drawing 8 f rom the maker's terminal 2 is just is explained. 
[0115] 

In Step S31, CPU1 1 of the user terminal 1 judges whether it has been reported from 
the maker s terminal 2 that the order was accepted. As mentioned above, when it is 
judged in the maker s terminal 2 whether it is the information which can trust ordering 
information and it is judged with it being reliable information, it is reported to the user 
terminal 1 that the order was accepted (Step S21 of drawing 8 ). 
[0116] 

. CPU1 1 in Step S31, it is not reported that the order was accepted. That is, when it is 
judged with ordering information being inaccurate with the maker s terminal 2 and 
judges with it having been reported that an order is unreceivable, it progresses to 
Step S32 and error handling is performed. 
[0117] 

For example, the message which notifies the purport it has been transmitted from the 
maker's terminal 2 that an order is unreceivable, as error handling is displayed on the 
outputting part 17, and a user is shown it. Then, processing is ended. 
[0118] 
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On the other hand, in Step S31, when it judges with it having been reported that goods 
were received, it progresses to Step S33. and CPU1 1 controls the communications 
department 19. and receives delivery trader notification information. 
[0119] 

The public key (K^^^ (maker)) corresponding to the secret key (Kp^ (maker)) which 
CPU1 1 transmits maker information and delivery trader information to the certificate 
authority 4 in Step S34, and is managed with the maker s terminal 2, Transmission of 
the public key (Kp^^ (delivery trader)) corresponding to the secret key (Kp^ (delivery 
trader)) managed with the delivery trader terminal 3 is required. 
[0120] 

According to this demand, a public key (Kp^^^ (maker), Kp^^ (delivery trader)) is read from 
the database currently built by the storage parts store 108 in the certificate authority 
4, and the certificate containing them is transmitted to the user terminal 1. 
[0121] 

In Step 835, CPU1 1 stands by until it judges with the certificate having been 
transmitted, and when it judges with the certificate having been transmitted, it 
progresses to Step S36 and it receives it. 
[0122] 

In Step S37, that it should be verified whether the delivery trader information included 
in the delivery trader notification information transmitted from the maker s terminal 2 
is just, CPU1 1 applies a hash function to delivery trader information, and generates a 
message digest. In Step S38, CPU 11 decodes signature information (signature 
information which was enciphered with the secret key (Kp^; (maker)) and was 
generated in the maker s terminal 2) using the public key (Kp^^ (maker)) contained in a 
certificate, and generates a message digest. 
[0123] 

CPU1 1 compares the message digest generated at Step S37 with the message digest 
generated at Step S38 in Step S39, and judges whether those message digests are in 
agreement. 
[0124] 

When judged with the message digest generated at Step S37 and the message digest 
generated at Step S38 not being in agreement in Step S39, it, Since it expresses that 
it is the information which cannot trust delivery trader information, it progresses to 
Step S32 and CPU1 1 performs error handling. For example, in Step S32, since CPU1 1 
has a possibility that delivery trader information may be unjust information, it displays 
the message which reports that an order of goods is stopped. 
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[0125] 

When judged with the message digest generated at Step S37 and the message digest 
generated at Step 838 being in agreement, on the other hand in Step S39, it. Since it 
expresses that it is the information which can trust the delivery trader notification 
information transmitted from the makers terminal 2, CPU1 1, It progresses to Step 
S40, and while showing a user the information (information at the time of a delivery 
trader name and a delivery date, etc.) about the delivery trader of the schedule which 
delivers goods, the public key (Kp^^ (delivery trader)) transmitted from the certificate 
authority 4 is made to save at the storage parts store 1 8. 
[0126] 

In the verification processing performed between the PKI chips 5 delivered with goods, 
the public key (K^^^ (delivery trader)) saved at the storage parts store 1 8 is used, when 
goods have actually been delivered, 
[0127] 

As mentioned above, the information notified from the maker's terminal 2 as 
information about the delivery trader who delivers goods, Only when it verifies using 
the public key corresponding to the secret key managed with the maker's terminal 2 
and it is detected that it is just, that it was made to continue order processing A sake. 
The information at the time of a delivery trader s name shown to the user or a delivery 
date, etc. turns into reliable information to which the alteration etc. are not given by 
the third party. That is, the user can check that goods are delivered from the delivery 
trader formally requested by the maker. 
[0128] 

Next, with reference to the flow chart of drawing 10 , processing of the makers 
terminal 2 in which delivery of goods is requested to a delivery trader is explained. 
This processing is performed following the processing shown in drawing 8 , for example. 
[0129] 

In Step S51, CPU31 of the makers terminal 2, The signature information 
corresponding to maker information including the information showing the 
merchandise information, User Information and the manufacture name which have 
been transmitted from the user terminal 1, a contact, etc. is generated using the 
secret key (K^^ (maker)) saved at the storage parts store 38. For example, CPLJ31 
enciphers the message digest obtained by applying a hash function to merchandise 
information, User Information, and maker information using a secret key (K^^ (maker)), 
and generates signature information. 
[0130] 
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It progresses to Step S52, and CPU31 controls the communications department 39, 
and transmits delivery request information including merchandise information, User 
Information, maker information, and the signature information generated at Step S51 
to the delivery trader terminal 3. 
[0131] 

Next, with reference to the flow chart of drawing 1 1 , the delivery request confirming 
processing of the delivery trader terminal 3 performed corresponding to processing of 
drawing 10 is explained. 
[0132] 

In Step S61, when it judges whether delivery request information has been 
transmitted from the makers terminal 2 and judges with having been transmitted, it 
progresses to Step S62, and CPU51 of the delivery trader terminal 3 controls the 
communications department 59, and receives delivery request information. 
[0133] 

In Step S63, CPU51 transmits the maker information included in delivery request 
information to the certificate authority 4. and requires transmission of the public key 
(Kpyfc, (maker)) corresponding to the secret key (K^^ (maker)) managed with the maker s 
terminal 2. 
[0134] 

In the certificate authority 4, a public key (Kp^^ (maker)) is read according to the 
demand from the delivery trader terminal 3, and it is transmitted to the delivery trader 
terminal 3. 
[0135] 

In Step S64, CPU51 stands by until it judges whether the certificate containing a 
public key (Kp^^ (maker)) has been transmitted from the certificate authority 4 based 
on the output from the communications department 59 and judges with the certificate 
having been transmitted. 
[0136] 

In Step S64, it progresses to Step S65 and CPU51 receives it, when it judges with the 

certificate having been transmitted. 

[0137] 

In Step S66, that the justification of the delivery request information transmitted from 
the maker's terminal 2 should be checked, CPU51 applies a hash function to 
merchandise information. User Information, and maker information, and generates a 
message digest. Signature information by which CPU51 is contained in delivery 
request information in Step S67 (it is enciphered with the secret key (K^^ (maker)) 
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managed with the maker's terminal 2, and) The generated signature information is 
decoded using the public key (Kp^^^ (maker)) to which it has been transmitted from the 
certificate authority 4, and a message digest is generated. 
[0138] 

CPU51 judges whether the message digest generated at Step S66 and the message 
digest generated at Step S67 are in agreement in Step S68. When it judges with those 
message digests of CPU51 not corresponding in Step S68, it, Since there is a 
possibility that the alteration etc. might be given to the delivery request information 
transmitted from the maker's terminal 2 and it expresses that it is the information 
which is not reliable, it progresses to Step S69 and it is reported to the maker s 
terminal 2 that a request of delivery cannot be received. 
[0139] 

On the other hand in Step S68, CPU51, When it judges with the message digest 
generated at Step S66 and the message digest generated at Step S67 being in 
agreement the distribution company who delivers goods is chosen as the address for 
delivery specified by the user from the distribution companies followed and registered 
into Step S70. 
[0140] 

CPU51 makes the PKI chip 5 currently allocated by the ID card which the distribution 
company selected at Step S70 has memorize User Information, merchandise 
information, and maker information in Step S71. When a recipient is provided with the 
PKI chip 5 in the form stuck on the surface of goods, the PKI chip 5 with which User 
Information, merchandise information, and maker information were written in is stuck 
on the surface of goods (goods which the user ordered). 
[0141] 

For example, CPU51 controls the reader writer 60, radiates electromagnetic waves, 
makes the PKI chip 5 (ID card) close to the reader writer 60 generate induction 
electric power, and makes the memory 84 memorize User Information, merchandise 
information, and maker information via electromagnetic waves, 
[0142] 

As mentioned above, since a request of delivery is received only when the justification 
of the delivery request information transmitted from the maker s terminal 2 is checked, 
Temporarily, delivery request information is altered, and even if it is a case where the 
information on the address for delivery is rewritten, the situation of goods being 
delivered by the rewritten address for delivery can be controlled. That is, only reliable 
User Information, merchandise information, and maker information which have been 
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transmitted by the system of PKI without giving an alteration etc. will be saved for the 

PKI chip 5. 

[0143] 

Next, with reference to the flow chart of drawing 1 2 , the storage processing of the PKI 

chip 5 performed corresponding to processing of drawing 1 1 is explained, 

[0144] 

In Step S81, CPU81 of the PKI chip 5, It judges whether based on the output from the 
communications department 82, having saved User Information, merchandise 
information, and maker information was directed, and it stands by until those 
information is transmitted via the electromagnetic waves radiated from the reader 
writer 60 of the delivery trader terminal 3. When the electromagnetic waves radiated 
from the reader writer 60 are received in a loop antenna, the DC power supply 
generated by the power supplying part 85 based on induction electric power are 
supplied to each part of the PKI chip 5. 
[0145] 

In Step S81, CPU81 from the reader writer 60 of the delivery trader terminal 3. User 
Information, merchandise information, and maker information are transmitted, when 
saving those information judges with having been directed, it progresses to Step S82 
and the memory 84 is made to memorize User Information, merchandise information, 
and maker information (information relevant to delivery). 
[0146] 

Next, with reference to the flow chart of drawing 1 3 , processing of the certificate 
authority 4 which publishes a public key is explained according to the demand from the 
user terminal 1 , the maker's terminal 2. and the delivery trader terminal 3. 
[0147] 

In Step S91, CPU101 of a certificate authority stands by until it judges whether Issue 

of the public key was required and judges with issue having been required. 

[0148] 

CPU 101 by processing of the user terminal [ in / by processing of the makers 
terminal 2 in Step SI 3 of drawing 8 / Step S34 of drawing 9 ] 1. Or when it judges with 
issue of the public key having been required by processing of the delivery trader 
terminal 3 in Step S63 of drawing 1 1 , the public key demanded by progressing to Step 
S92 is read from the database currently built by the storage parts store 108. The read 
public key is published in Step S93 (transmitted). 
[0149] 

By the above processing, according to the demand from the user terminal 1 , the public 
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key (Kp^b (maker)) of a maker and a delivery trader's public key (K^^^ (delivery trader)) 
are published, and a user s public key (Kp^^j, (user)) is published according to the 
demand from the maker's terminal 2. The public key (K^^^ (maker)) of a maker is 
published according to the demand from the delivery trader terminal 3. 
[0150] 

Next, with reference to the flow chart of drawing 14 and drawing 15 . signature 
information is verified between the PKI chips 5 delivered with goods, and processing of 
the user terminal 1 in which goods are checked is explained. 
[0151] 

A distribution company delivers goods (ordered goods) to the address for delivery 
specified by the user, and according to showing a user its own ID card, this processing 
is performed, when a user makes the reader writer 20 of the user terminal 1 approach. 
[0152] 

In Step SI 01, CPU1 1 of the user terminal 1 controls the reader writer 20, and radiates 
the electromagnetic waves for detecting the PKI chip 5 (ID card). In Step 8102, 
CPU1 1 stands by until it judges whether the PKI chip 5 was detected based on the 
response from the PKI chip 5 to the radiated electromagnetic waves and judges with 
the PKI chip 5 having been detected. 
[0153] 

In Step SI 02, when it judges with the PKI chip 5 having been detected, it progresses 
to Step SI 03, and CPU1 1 controls the reader writer 20, and transmits the 
acknowledge request of goods to the PKI chip 5. 
[0154] 

For example, according to an acknowledge request being received the PKI chip 5, User 
Information, merchandise information, and maker information which are memorized by 
the memory 84 — and, In order to transmit the signature information generated with 
the secret key saved for the PKI chip 5 corresponding to those information (Step 
S134 of drawing 16 ), CPU11, In Step S104, it stands by until it judges whether User 
Information, merchandise information, maker information, and signature information 
have been transmitted from the PKI chip 5 and judges with having been transmitted. 
[0155] 

In Step S104, when it judges with User Information, merchandise information, maker 
information, and the signature information corresponding to those information having 
been transmitted, it progresses to Step SI 05, and CPU1 1 controls the reader writer 
20, and receives those information (it reads). 
[0156] 
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In Step SI 06, CPU1 1 reads the public key (Kpy^ (delivery trader)) of the delivery trader 
who saved beforehand at the storage parts store 18 by processing of Step S40 of 
drawing 9 , and verifies the signature information transmitted from the PKI chip 5. That 
is, it progresses to Step SI 07, and CPU1 1 applies a hash function to User Information, 
merchandise information, and maker information which have been transmitted from 
the PKI chip 5, and generates a message digest- 
[0157] 

In Step SI 08, CPU1 1 decodes the signature information transmitted from the PKI chip 
5 using the public key (K,^ (delivery trader)) read from the storage parts store 1 8, and 

generates a message digest. 
[0158] 

The message digest which generated CPU1 1 at Step SI 07 in Step SI 09, When it 
judges whether the message digest generated at Step S108 is in agreement and 
judges with it not being in agreement, it progresses to Step S1 10 and the message 
which notifies what the check of goods was not able to carry out is displayed. For 
example, a user is shown the message to which it urges stopping the receipt of goods. 
[0159] 

On the other hand, in Step SI 09, when it judges with the message digest generated at 
Step SI 07 and the message digest generated at Step S108 being in agreement, it 
progresses to Step S1 1 1 and CPU1 1 generates the random number of the 
predetermined digit number as random information. The generated random number is 
transmitted to the PKI chip 5 from the reader writer 20 in Step S1 12. 
[0160] 

In the PKI chip 5, the signature information corresponding to the random number 
transmitted from the user terminal 1 is generated using the secret key saved, and it is 
transmitted to the user terminal 1 (Step SI 38 of drawing 1 6 ). 
[0161] 

In Step S1 13, CPU1 1 stands by until it judges whether signature information has been 
transmitted from the PKI chip 5 and judges with having been transmitted based on the 
output from the reader writer 20. 
[0162] 

In Step S1 13, it progresses to Step S1 14 and CPU1 1 receives it, when it judges with 
the signature information corresponding to a random number having been transmitted 
from the PKI chip 5. 
[0163] 

That CPU11 should check the justification of the transmitted signature information 
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(signature information generated corresponding to the random number) in Step S1 15, 
While applying a hash function to the random number generated at Step S1 1 1 and 
generating a message digest, it progresses to Step S1 16, the signature information 
transmitted from the PKI chip 5 is decoded using a public key (Kp^^ (delivery trader)), 
and a message digest is generated. 
[0164] 

The message digest which generated CPU1 1 at Step S1 15 in Step S1 17, Since it 
progressed to Step S1 10 and the check of goods was not completed when it judged 
whether the message digest generated at Step S1 16 is in agreement and judged with 
it not being in agreement, the message which stimulates stopping the receipt of goods 
is displayed. 
[0165] 

The message digest generated at Step S1 15 in Step S1 17 on the other hand, When it 
judges with the message digest generated at Step S1 16 being in agreement CPU1 1, It 
progresses to Step S1 18, the user itself places an order for the check of goods having 
been completed, i.e., the delivered goods, and a delivering agency displays the 
information showing being the maker which the user ordered goods. 
[0166] 

For example, CPU1 1 displays the name etc. of the delivered goods based on the 
merchandise information read from the PKI chip 5, and displays the name etc. of the 
maker which is the delivery origin of goods based on maker information, moreover — 
being based on User Information ~~ an order ~~ the user as main ~~ the person's 
himself/herself name, an address, etc. are displayed. 
[0167] 

Thus, since information corresponding based on the information acquired from the PKI 
chip 5 is displayed, without opening goods, contents can be checked, and the user can 
trust and receive the delivered goods. 
[0168] 

Since verification is performed using the random number generated on the occasion of 
a receipt, a more positive judgment can be made compared with the case where the 
justification of goods is judged only based on the information beforehand saved for the 
PKI chip 5. 
[0169] 

Next, with reference to the flow chart of drawing 16 , the confirming processing of the 
PKI chip 5 performed corresponding to processing of drawing 14 and drawing 15 is 
explained. 
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[0170] 

In Step SI 31, CPU81 of the PKI chip 5 stands by until it judges whether the 
acknowledge request of goods has been transmitted based on the output from the 
communications department 82 and judges with having been transmitted. In the user 
terminal 1, when electromagnetic waves are radiated and the PKI chip 5 is detected 
from the reader writer 20 at the radiation within the limits, the acknowledge request of 
goods is transmitted to the PKI chip 5 (Step SI 03 of drawing 14 ). 
[0171] 

In Step SI 31, it progresses to Step SI 32 and CPU81 reads a secret key (Kp^ (defivery 
trader)) from the memory 84, whan it judges with the acknowledge request having 
been transmitted from the user terminal 1 . 
[0172] 

In Step SI 33. CPU81 controls the operation part 83 and the secret key (K^^ (delivery 
trader)) read at Step SI 32 is used for it, The signature information corresponding to 
User Information, merchandise information, and maker information which are saved in 
the memory 84 is generated, and the generated signature information is transmitted to 
the user terminal 1 in Step SI 34 with User Information, merchandise information, and 
maker information. 
[0173] 

When the justification of the information which verification of the transmitted 
signature information is performed and is saved by the PKI chip 5 is checked, from the 
user terminal 1 . Since the random number of a predetermined digit number is 
transmitted (Step S1 12 of drawing 15 ), CPU81 stands by in Step SI 35 until it judges 
whether the random number has been transmitted and judges with having been 
transmitted. 
[0174] 

In Step S135, it progresses to Step SI 36 and CPU81 receives it, when it judges with 

the random number having been transmitted. 

[0175] 

CPU81 transmits the signature information which generated the signature information 
corresponding to a random number, and was followed and generated to Step SI 38 to 
the user terminal 1 in Step SI 37 using the secret key (K^^ (delivery trader)) 
memorized by the memory 84. 
[0176] 

When verification of signature information is performed in the user terminal 1 based on 
the signature information transmitted in Step SI 38 (Step S117 of drawing 1 5 ) and it is 
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verified that signature information is just, The message which reports that goods are 

safely receivable is displayed on an indicator (Step S1 18 of drawing 1 5 ). 

[0177] 

As mentioned above, between the PKI chips 5 with which information reliable by the 
system of PKI was memorized, Since verification of the justification of goods is 
performed based on the signature information corresponding to the random number 
generated just before receiving goods, the user can check certainly [ before opening ] 
whether the delivered goods are the goods which he ordered truly. Since verification 
of the product is performed by non-contact short-distance-radio communication 
between the PKI chip 5 stuck on the distribution company's ID card and goods, and a 
reader writer, the user can make a reader writer only able to approach and can 
perform the verification easily. 
[0178] 

In the above, although an order of the goods to the maker s terminal 2 and verification 
of the delivered goods presupposed that it is performed by the one user terminal 1 , 
those processings may be made to be performed by terminal different, respectively. In 
this case, when receiving goods, a user holds only the terminal (reader writer) in which 
the public key (public key corresponding to the secret key saved for the PKI chip 5) 
was saved, in order that he may verify the information memorized by the PKI chip 5, 
and receives a distribution company. 
[0179] 

The verification processing performed between the user terminal 1 and the PKI chip 5, 
If it is the radio performed for a short distance, for example, what is called wireless 
LAN (Local Area Network) and Bluetooth, such as IEEE(Institute of Electrical and 
Electronics Engineers) 802.11a or 802.1 lb, — or, It can be made to perform with 
various communication methods, such as short distance communication by infrared 
rays. 
[0180] 

Although it presupposed at the PKI chip 5 delivered with goods above that User 
Information, merchandise information, and maker information are memorized, any at 
least one of those information may be made to be memorized. For example, when only 
User Information is memorized by the PKI chip 5, the user can check whether the 
delivered goods are the goods which he ordered truly by referring to the information 
displayed on the indicator of the user terminal 1 after verification of signature 
information. That is, when User Information to which the alteration etc. are not given 
is saved for the PKI chip 5, a user s own name, address, etc. which are the order Lord 
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will be displayed on the indicator of the user terminal 1. 
[0181] 

Similarly, only merchandise information is memorized by the PKI chip 5, and when it is 
just, to the indicator of the user terminal 1 . Since the name and the number of the 
goods which the user itself ordered are displayed, the user can check the contents of 
goods before opening by referring to the information displayed. 
[0182] 

Since only maker information is memorized by the PKI chip 5, and the name etc. of the 
maker which is the orderer of goods are displayed on the indicator of the user terminal 
1 when it is just, the user can check the delivery origin of goods by referring to the 
information displayed. 
[0183] 

Although the maker which manages the maker's terminal 2 above differs from the 
delivery trader who manages the delivery trader terminal 3, respectively, to the 
consumer and supplier side, change of a system configuration is possible for a maker 
serving as a delivery trader etc. respectively. 
[0184] 

When a maker serves as a delivery trader, the distribution system which applied this 

invention is constituted, for example, as shown in drawing 1 7 . 

[0185] 

The user terminal 1 transmits ordering information including merchandise information. 
User Information, and the signature information (signature information which was 
enciphered with the secret key managed with the user terminal 1, and was generated) 
corresponding to those information to the maker s terminal 2, when ordering goods 
according to the directions from a user. The maker s terminal 2 which received 
ordering information requires transmission of the public key corresponding to the 
secret key managed in the user terminal 1 from the certificate authority 4 that the 
justification of ordering information should be checked, and verifies the signature 
information included in ordering information using the public key transmitted according 
to a demand. 
[0186] 

When the justification of ordering information is able to be checked, the makers 
terminal 2 transmits order reception information to the user terminal 1 , and reports 
that the order was accepted. The information showing the time of the delivery date 
corresponding to the delivery trader information in the distribution system of drawing 
2, a distribution company, etc. and the signature information which was enciphered 
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with the secret key managed with the maker s terminal 2, and was generated 
corresponding to that information are included in this order reception information, for 
example. 
[0187] 

The maker's terminal 2 makes the PKI chip 5 memorize User Information, merchandise 
information, and maker information, and delivers the PKI chip 5 to the user terminal 1 
with the goods 6. 
[0188] 

When order reception information has been transmitted from the maker's terminal 2 in 
the user terminal 1 , The public key corresponding to the secret key managed in the 
maker s terminal 2 is acquired from the certificate authority 4, and the public key is 
used in the verification processing performed between the PKI chips 5 delivered with 
goods. 
[0189] 

Thus, even if it is a case where composition is changed, the user can verify easily and 

certainly whether the goods delivered are just, 

[0190] 

When a maker may be made to serve not only as a delivery trader but as the 
administrator of the certificate authority 4 and an order is accepted in the distribution 
system of drawing 17 , It may be made to require that the public key corresponding to 
the secret key managed from the maker s terminal 2 in the maker s terminal 2 to the 
certificate authority 4 should be transmitted to the user terminal 1 . The user terminal 
1 can be made to perform verification processing of signature information between 
the PKI chips 5 delivered with goods also by making the public key transmitted from 
the certificate authority 4 according to this demand use. 
[0191] 

Although a series of processings mentioned above can also be performed by hardware, 

they can also be performed with software. 

[0192] 

The computer by which the program which constitutes the software is included in 
hardware for exclusive use when performing a series of processings with software, Or 
it is installed in the personal computer etc. which can perform various kinds of 
functions, for example, are general-purpose, etc. from a network or a recording 
medium by installing various kinds of programs. 
[0193] 

. As shown in drawing 2 , this recording medium is distributed apart from a device main 
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frame in order to provide a user with a program. The magnetic disk 22 (a flexible disk is 
included) with which the program is recorded, the optical disc 23 (CD-ROM (Compact 
Disk-Read Only Memory).) . DVD (Digital Versatile Disk) is included. The 
magneto-optical disc 24 (MD (registered trademark) (Mini-Disk) is included), Or it 
comprises ROM 12 with which it is not only constituted by the package media which 
consist of the semiconductor memory 25 etc., but a user is provided in the state 
where it was beforehand included in the device main frame and on which the program 
is recorded, a hard disk contained in the storage parts store 1 8, etc, 
[0194] 

In this Description, even if the processing serially performed according to an order 
that the step which describes the program recorded on a recording medium was 
indicated is not of course necessarily processed serially, it also includes a parallel 
target or the processing performed individually. 
[0195] 

In this Description, a system expresses the whole device constituted by two or more 

devices. 

[0196] 

[Effect of the Invention] 

According to this invention, the justification of the delivered goods is verifiable easily 

and certainly. 

[0197] 

According to this invention, the information transmitted and received shall be reliable. 
[Brief Description of the Drawings] 

[Drawing 1] It is a figure showing the example of composition of the de!ivering~-goods 
system which applied this invention. 

[Drawing 2] It is a block diagram showing the example of composition of the user 
terminal of drawing 1 . 

[Drawing 3] It is a block diagram showing the example of composition of the maker s 
terminal of drawing 1 . 

[Drawing 4] It is a block diagram showing the example of composition of the delivery 
trader terminal of drawing 1 . 

[Drawing 5] It is a block diagram showing the example of composition of the PKI chip of 
drawing 1 . 

[Drawing 6] It is a block diagram showing the example of composition of the certificate 
authority of drawing 1 . 

[Drawing 7] It is a flow chart explaining the order processing of a user terminal. 
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[Drawing 8] It is a flow chart explaining the processing order of a maker's terminal 
performed corresponding to processing of drawing 7 , 

[Drawing 9] It is a flow chart explaining the verification processing of a user terminal. 
[Drawing 10] It is a flow chart explaining delivery request processing of a maker's 
terminal. 

[Drawing 1 1] It is a flow chart explaining the delivery request confirming processing of 
a delivery trader terminal performed corresponding to processing of drawing 10 . 
[Drawing 12] It is a flow chart explaining the storage processing of a PKI chip 
performed corresponding to processing of drawing 1 1 . 

[Drawing 13]It is a flow chart explaining the public key issue processing of a certificate 

authority. 

[Drawing 14] It is a flow chart explaining the goods confirming processing of a user 
terminal. 

[Drawing 15] It is a flow chart following drawing 1 4 explaining the goods confirming 
processing of a user terminal. 

[Drawing 16] It is a flow chart explaining the confirming processing of a PKI chip 

performed corresponding to processing of drawing 14 and drawing 15 . 

[Drawing 173 lt is a figure showing other examples of composition of the distribution 

system which applied this invention. 

[Description of Notations] 

1 The user terminal 1 and 2 A maker's terminal and 3 A delivery trader terminal and 4 
A certificate authority. 5 PKI chip, and 6 Goods 
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DESCRIPTION OF DRAWINGS 

[Brief Description of the Drawings] 

[Drawing 1] It is a figure showing the example of composition of the delivering-goods 

system which applied this invention. 

[Drawing 2] It is a block diagram showing the example of composition of the user 
terminal of drawing 1 . 

[Drawing 3] It is a block diagram showing the example of composition of the maker's 
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terminal of drawing 1 . 

[Drawing 4] It is a block diagram showing the example of composition of the delivery 
trader terminal of drawing 1 . 

[Drawing 5] It is a block diagram showing the example of composition of the PKI chip of 
drawing 1 . 

[Drawing 6] It is a block diagram showing the example of composition of the certificate 
authority of drawing 1 . 

[Drawing 7] It is a flow chart explaining the order processing of a user terminal. 
[Drawing 8] It is a flow chart explaining the processing order of a maker s terminal 
performed corresponding to processing of drawing 7 . 

[Drawing 9] It is a flow chart explaining the verification processing of a user terminal. 
[Drawing lOjIt is a flow chart explaining delivery request processing of a maker's 

terminal. 

[Drawing 1 1] It is a flow chart explaining the delivery request confirming processing of 
a delivery trader terminal performed corresponding to processing of drawing 10 . 
[Drawing 12] It is a flow chart explaining the storage processing of a PKI chip 
performed corresponding to processing of drawing 1 1 . 

[Drawing 1 3] lt is a flow chart explaining the public key issue processing of a certificate 
authority, 

[Drawing 1 4] It is a flow chart explaining the goods confirming processing of a user 
terminal. 

[Drawing 15] It is a flow chart following drawing 1 4 explaining the goods confirming 
processing of a user terminal. 

[Drawing 16] It is a flow chart explaining the confirming processing of a PKI chip 

performed corresponding to processing of drawing 14 and drawing 15 . 

[Drawing 1 7] It is a figure showing other examples of composition of the distribution 

system which applied this invention. 

[Description of Notations] 

1 The user terminal 1 and 2 A maker s terminal and 3 A delivery trader terminal and 4 
A certificate authority, 5 PKI chip, and 6 Goods 
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[Written Amendment] 

[Filing date]Heisei 1 7(2005) August 29 (2005.8.29) 
[Amendment 1] 

[Document to be Amended]Description 

[Item(s) to be Amended]Title of invention 
[Method of Amendment]Change 
[The contents of amendment] 

[Title of the Invent!on]A verification system and a method, an information processor 
and a method, an order control device and a method, a distribution control device, and 
a method 
[Amendment 2] 

[Document to be Amended]Descrrption 
[Item(s) to be Amended]Claims 
[Method of AmendmentjChange 
[The contents of amendment] 
[Claim(s)] 

[Claim 1]In an information processor which verifies information relevant to delivered 
goods, and a verification system which consists of an information management chip 
delivered with said goods. 
Said information processor. 

An acquisition means which acquires a public key corresponding to a secret key saved 
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by said information management chip, 

A random information creating means which generates random information, 
A random information transmission means which transmits said random information 
generated by said random information creating means to said information management 
chip via short-distance~radio communication, 

A signature information reception means which receives signature information 
generated by said information management chip as a thing corresponding to said 
random information transmitted by said random information transmission means via 
said short-distance-radio communication, 

A verifying means which verifies said signature information received by said signature 
information reception means using said public key acquired by said acquisition means 
A preparation, 

Said information management chip, 

A memory measure which memorizes said secret key, 

A random information receiving means which receives said random information 
transmitted via said short~distance~radio communication from said information 
processor operated by recipient of said goods, 

A signature information creating means which generates said signature information 

corresponding to said random information received by said random information 

receiving means using said secret key memorized by said memory measure, 

A signature information transmitting means which transmits said signature information 

generated by said signature information creating means to said information processor 

via said short~distance~-radio communication 

A verification system characterized by preparation 

[Claim 2]In a verification method of an information processor which verifies 

information relevant to delivered goods, and a verification system which consists of an 

information management chip delivered with said goods, 

An information processing method of said information processor, 

An acquisition step which acquires a public key corresponding to a secret key saved 

by said information management chip, 

A random information generation step which generates random information, 

A random transmitting information step which transmits said random information 

generated by processing of said random information generation step to said 

information management chip via short-distance-radio communication, 

A signature information receiving step which receives signature information generated 

by said information management chip as a thing corresponding to said random 
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information transmitted by processing of said random transmitting information step 
via said short-distance-radio communication. 

Verification steps which verify said signature information received by processing of 
said signature information receiving step using said public key acquired by processing 
of said acquisition step 
An implication. 

An information management method of said information management chip, 
A memory step which memorizes said secret key, 

A random information reception step which receives said random information 
transmitted via said short-distance~radio communication from said information 
processor operated by recipient of said goods, 

A signature information generation step which generates said signature information 

corresponding to said random information received by processing of said random 

information reception step using said secret key memorized inside, 

A signature information transmission step which transmits said signature information 

generated by processing of said signature information generation step to said 

information processor via said short~distance~radio communication 

:|c5fc5}:3ic5f:* — a Verification method characterized by things. 

[Claim 3]In an information processor which verifies information relevant to delivered 
goods, 

An acquisition means which acquires a public key corresponding to the 1 st secret key 

managed by the information management chip delivered with said goods, 

A random information creating means which generates random information, 

A transmitting means which transmits said random information generated by said 

random information creating means to said information management chip via 

short-distance-radio communication, 

A signature information reception means which receives the 1 st signature information 
generated by said information management chip as a thing corresponding to said 
random information transmitted by said transmitting means via said 
short-distance-radio communication. 

The 1st verifying means that verifies said 1st signature information received by said 
signature information reception means using said public key acquired by said 
acquisition means 

An information processor characterized by preparation 

[Claim 4]A delivery pertinent information reception means which receives the 2nd 

signature information corresponding to delivery pertinent information about delivery of 
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said goods generated by said information management chip using said 1st secret key 
via said short-distance-radio communication with said delivery pertinent information, 
The 2nd verifying means that verifies said 2nd signature information received by said 
delivery pertinent information reception means using said public key 
It prepares for a pan. 

Said transmitting means transmits said random information to said information 
management chip, when the justification of said 2nd signature information is checked 
by said 2nd verifying means. 

The information processor according to claim 3 characterized by things. 

[Claim 5] It has further a verification result output means which outputs a verification 

result by said 1 st verifying means. 

The information processor according to claim 3 characterized by things. 

[Claim 6]A memory measure which memorizes the 2nd secret key, 

A signature information creating means which generates the 2nd signature information 

corresponding to merchandise information containing identification information of said 

goods, and User Information about the order Lord of said goods using said 2nd secret 

key memorized by said memory measure, 

An order means to transmit ordering information including said merchandise 

information, said User Information, and said 2nd signature information generated by 

said signature information creating means to an order control device which manages 

an order received of said goods, and to order said goods 

The information processor according to claim 3 preparing for a pan. 

[Claim 73 ln an information processing method of an information processor which 

verifies information relevant to delivered goods, 

An acquisition step which acquires a public key corresponding to a secret key 
managed by the information management chip delivered with said goods, 
A generation step which generates random information, 

A transmission step which transmits said random information generated by processing 
of said generation step to said information management chip via short-distance-radio 
communication, 

A receiving step which receives signature information generated by said information 
management chip as a thing corresponding to said random information transmitted by 
processing of said transmission step via said short-distance-radio communication. 
Verification steps which verify said signature information received by processing of 
said receiving step using said public key acquired by processing of said acquisition 
step 
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****** — information processing method characterized by things. 

[Claim 8] In an order control device which manages an order received of goods 

according to an order from an information processor, 

Merchandise information containing identification information of said goods, and User 

Information about the order Lord of said goods, And a reception means which receives 

ordering information including the 1st signature information corresponding to said 

merchandise information and said User Information generated using the 1st secret key 

saved by said information processor from said information processor, 

A request means which transmits said User Information to a certificate authority, and 

requires transmission of a public key corresponding to said 1st secret key, 

A verifying means which verifies the justification of said 1st signature information 

using said public key transmitted from said certificate authority according to a 

demand by said request means, 

A reporting means which notifies said information processor that an order was 
materialized when the justification of said 1st signature information is checked by said 
verifying means 

An order control device characterized by preparation 

[Claim 93 ln an order-receiving-control method of an order control device of managing 
an order received of goods according to an order from an information processor, 
Merchandise information containing identification information of said goods, and User 
Information about the order Lord of said goods, And a receiving step which was 
generated using a secret key saved by said information processor and which receives 
said merchandise information and ordering information including signature information 
corresponding to said User Information from said information processor, 
A request step which transmits said User Information to a certificate authority, and 
requires transmission of a public key corresponding to said secret key, 
Verification steps which verify the justification of said signature information using said 
public key transmitted from said certificate authority according to a demand by 
processing of said request step, 

A notification step which notifies said information processor that an order was 
materialized when the justification of said signature information is checked by 
processing of said verification steps 

****** ~~ an order-receiving-control method characterized by things. 
[Claim lOj In a distribution control device which manages delivery of goods according 
to a request from an order control device which manages an order received of goods, 
Merchandise information containing identification information of said goods, User 
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Information about the order Lord of said goods, A reception means which receives 
said delivery request information including said merchandise information, said User 
Information, and signature information corresponding to said successful-bidder 
information which were generated using a secret key managed by successful-bidder 
information about an administrator of said order control device, and said order control 
device from said order control device, 

A request means which transmits said successful-bidder information to a certificate 
authority, and requires transmission of a public key corresponding to said secret key, 
A verifying means which verifies the justification of said signature information using 
said public key transmitted from said certificate authority according to a demand by 
said request means, 

A storage control means which makes an information management chip delivered with 
said goods memorize delivery pertinent information about delivery of said goods when 
the justification of said signature information is checked by said verifying means 
A distribution control device characterized by preparation 

[Claim 1 1] In a delivery management method of a distribution control device which 
manages delivery of goods according to a request from an order control device which 
manages an order received of goods, 

Merchandise information containing identification information of said goods, User 
Information about the order Lord of said goods, A receiving step which receives said 
delivery request information including said merchandise information, said User 
Information, and signature information corresponding to said successful-bidder 
information which were generated using a secret key managed by successful-bidder 
information about an administrator of said order control device, and said order control 
device from said order control device, 

A request step which transmits said successful-bidder information to a certificate 
authority, and requires transmission of a public key corresponding to said secret key, 
Verification steps which verify the justification of said signature information using said 
public key transmitted from said certificate authority according to a demand by 
processing of said request step, 

A storage control step which makes an information management chip delivered with 
said goods memorize delivery pertinent information about delivery of said goods when 
the justification of said signature information is checked by processing of said 
verification steps 

^=4=**** — a delivery management method characterized by things. 
[Amendment 3] 
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[Document to be Amended]Description 
[Item(s) to be Amended]0001 
[Method of Amendment]Change 
[The contents of amendment] 
[0001] 

[Field of the Invention] 

contents [ of the load in which especially this invention has been delivered about a 
verification system and a method, an information processor and a method, an order 
control device and a method, a distribution control device, and a method ] > and 
delivery origin ~~ or, It is related with the verification system and the method, the 
information processor and the method, the order control device and t he method, 
distribution control device, and method of enabling it to check easily and certainly the 
justification of various information about delivery of loads, such as a delivery trader, 
[Amendment 4] 

[Document to be Amended]Description 
[Item(s) to be Amended]0016 
[Method of Amendment]De!etion 
[The contents of amendment] 
[Amendment 5] 

[Document to be Amended] Description 
[Item(s) to be Amended]0019 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 6] 

[Document to be Amended]Description 
[Item(s) to be Amended]0021 
[Method of Amendment] Deletion 
[The contents of amendment] 
[Amendment 7] 

[Document to be Amended]Description 
[Item(s) to be Amended]0022 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 8] 

[Document to be Amended]Description 
[Item(s) to be Amended]0024 



59 



Publication JP 2004-88534 



[Method of Amendment] Deletion 
[The contents of amendment] 
[Amendment 9] 

[Document to be Amended] Description 
[Item(s) to be Amended]0026 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 10] 

[Document to be Amended] Description 
[Item(s) to be Amended]0027 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 1 1] 

[Document to be Amended] Description 
[Item(s) to be Amended]0029 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 1 2] 

[Document to be Amended]Description 
[Item(s) to be Amended]0030 
[Method of Amendment]Deletion 

[The contents of amendment] 
[Amendment 13] 

[Document to be Amended]Description 
[Item(s) to be Amended]0031 
[Method of Amendment] Deletion 
[The contents of amendment] 
[Amendment 14] 

[Document to be Amended]Descriptson 
[Item(s) to be Amended]0033 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 15] 

[Document to be Amended]Description 
[Item(s) to be Amended]0034 
[Method of Amendment]Deletion 
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[The contents of amendment] 
[Amendment 16] 

[Document to be Amended]Description 
[Item(s) to be Amended]0035 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 17] 

[Document to be Amended] Description 
[Item(s) to be Amended]0036 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 18] 

[Document to be Amended] Description 
[Item(s) to be Amended]0037 
[Method of Amendment]Deletion 
[The contents of amendment] 
[Amendment 19] 

[Document to be Amended] Description 
[Item(s) to be Amended]0038 
[Method of Amendment]Deletion 

[The contents of amendment] 
[Amendment 20] 

[Document to be Amended]Description 
[Item(s) to be Amended]0039 
[Method of Amendment]Deletion 

[The contents of amendment] 
[Amendment 21] 

[Document to be Amended]Description 
[Item(s) to be Amended]0040 
[Method of Amendment] Deletion 
[The contents of amendment] 
[Amendment 22] 

[Document to be Amended]Description 
[Item(s) to be Amended]0043 
[Method of Amendment]Change 
[The contents of amendment] 
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[0043] 

In the information processor and method of this invention, the public key 
corresponding to the secret key saved by the information management chip delivered 
with goods is acquired, and random information is generated. The generated random 
information is transmitted to an information management chip via 
short-distance-radio communication, it is received via short~distance~radio 
communication, and the signature information generated as a thing corresponding to 
random information by an information management chip is verified using a public key. 
[Amendment 23] 

[Document to be Amended]Description 
[Item(s) to be Amended]0044 
[Method of Amendment]Change 
[The contents of amendment] 
[0044] 

In the order control device and method of this invention, The merchandise information 
containing the identification information of goods, and User Information about the 
order Lord of goods, And ordering information including the 1st signature information 
corresponding to merchandise information and User Information generated using the 
t st secret key saved by the information processor is received, User Information is 
transmitted to a certificate authority, and transmission of the public key 
corresponding to the 1st secret key is required. An information processor is notified 
that the order was materialized, when the justification of the 1st signature information 
is verified and the justification of the 1st signature information is checked using the 
public key transmitted from the certificate authority according to a demand. 
[Amendment 24] 

[Document to be Amended]Description 
[Item(s) to be Amended]0045 
[Method of Amendment]Change 
[The contents of amendment] 
[0045] 

In the distribution control device and method of this invention, The merchandise 
information containing the identification information of goods. User Information about 
the order Lord of goods, . Were generated using the secret key saved by the 
successful-bidder information about the administrator of an order control device, and 
an order control device. Delivery request information including merchandise 
information, User Information, and the signature information corresponding to 
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successful-bidder information is received, and transmission of the public key 
corresponding to a secret key in transmission is required of a certificate authority in 
successful-bidder information. When the justification of signature information is 
verified and the justification of signature information is checked using the public key 
transmitted from the certificate authority according to a demand, the delivery 
pertinent information about delivery of goods is memorized by the information 
management chip delivered with goods. 
[Amendment 25] 

[Document to be Amended] Description 
[Item(s) to be Amended]0046 
[Method of Amendment] Deletion 
[The contents of amendment] 



[Translation done.] 
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